2005
Simulated Emergency Test

“TakeDown Virus—Re dux”

1. Purpose:
This Simulated Emergency Test will: Test the readiness of the ARRL Wisconsin ARES/RACES Section to handle

emergency communications during a communications blackout. Then, evaluate improvements made in the
Wisconsin ARES/RACES organization and practices during the preceding twelve months by comparing the results
of this exercise with outcomes from the 2004 SET.

2. Exercise Date:
Saturday, 1 October, 2005, 0900 to 1200 Central Time.

3. Goals:
This SET has two goals:
a. Test the strengths and weaknesses of the Wisconsin Section ARES/RACES system under a
communications blackout.
b. Compare the results of this exercise with the outcomes of 2004 SET to identify organizational and system
improvements made in the past 12 months and any issues requiring further attention.

4. Objectives:
a. Maximize participation by ARES/RACES communicators.

b. Activate all 72 local county nets and assign a liaison station to their respective district nets.*

c. Activate and identify district nets, coordinate county nets in their district and assign liaison stations to the
state nets.

d. Activate ARES/RACES HF net and coordinate the district nets.

e. Activate the Badger Emergency Net and move traffic to and from the NTS.

f. Operate as many stations as possible on emergency power.

g. Use as many modes as possible, including but not limited to: VHF, UHF, Packet, ATV, SSTV, PacTOR,
PSK31, Winlink 20007, etc.

h. Encourage served agencies such as Red Cross and emergency government agencies to participate by
passing message traffic

i. Activate as many Emergency Operations Center (EOC) stations as possible.

j- Encourage media coverage of the exercise by sending press releases to local print and broadcast outlets.

5. Exercise Scenario:
Terrorists have attacked the national network infrastructure. A computer virus has been created with the intent to
cause maximum disruption to national communications and computer networks. As a result, the virus has
effectively shut down large portions of: The power grid, cellular and PCS systems, telephone systems, the internet,
state and local police computer systems, and commercial communications systems. Generally, if it is networked,
it's been seriously disrupted. Amateur Radio remains as the only viable communications resource.

Only repeaters and digital hubs operating on emergency power can be used. You do not have to physically cut
power to these systems unless you wish to test them. Participating stations should operate on emergency power if
they have the capability. Remember, participation is our goal! If you must use commercial power, this is
acceptable in order to increase participation in the exercise; however, stations with emergency power should use it.

! Where no district net is activated, attempt to check in with an adjoining district net. If not adjoining district net
isavailable, check in with the statewide ARES/RACES net.

2 Wisconsin ARES/RACES encourages section stations to implement and use WinLink 2000. For the purpose of
this exercise, WinLink 2000 is presumed to be available and usable for message traffic.
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Emergency Coordinators and District Emergency Coordinators are encouraged to implement locally developed
scenarios to compliment the statewide scenario. Local scenarios should exercise communications for served
agencies.

General Instructions:
a. ARES/RACES Members: All stations should check in with their respective County nets during the SET.
Use portable and mobile communications where possible. Utilize and experiment with different modes of
communications. Report your station’s activities to your EC for inclusion in his/her SET activity report.

b. Emergency Coordinators:
i. Prior to the SET, each EC should:
1. Contact served agency managers in their area, explain the purpose of the SET and invite
them to participate by generating one or more messages for transmission.
2. In each locality where there is an ARES/RACES station at an EOC, contact the EOC
manager and arrange for the ARES/RACES station to be active during the SET.

ii. During the SET, send his/her DEC:
1. One formal message announcing the activation of their local emergency net.
2. One formal message announcing the closing of their local emergency net.

ii. After the SET:
1. Submit SET Form A to the ARRL and to Skip Sharpe, W9REL, Asst. SEC, Training.
2. Ensure the net manager submits SET Form B to the ARRL and to Skip Sharpe, WIREL,
Asst. SEC, Training.

c. District Emergency Coordinators:
i. Prior to the SEC, each DEC should:
1. Implement one or more district nets to provide communications between county nets and
the statewide nets.
2. Provide requested assistance to the EC in his/her district to implement the SET.

ii. During the SET:
1. One formal message announcing the activation of their local emergency net.
2. One formal message announcing the closing of their local emergency net.

ii. After the SET:
1. Ensure the district net manager submits SET Form B to the ARRL and to Skip Sharpe,
WOIREL, Asst. SEC, Training.

d. For the purposes of this SET, we will assume personal computers are not affected. Use of personal
computers to communicate over the Internet, however, will not function. Repeater links utilizing the internet
will also be down.

e. Use established emergency communication and frequency plans. The ARES/RACES HF net will be on
3977.5 KHz, the Badger Emergency net will be the NTS traffic outlet and will operate on 3985 KHz.

f. Use the “Simulated Emergency Test” designation in each and every message. ldentify tactical
communications as Drills or Tests as often as possible.
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g. Attempt intra-county communications and log successful attempts. You must also log local participation as
well.

h. The scenario provided here is a basic outline, provided statewide. Each county should expand this

scenario and use other available resources. Two of the important goals are to have fun and be creative
with this exercise.

Assistant SEC, Training,
Wisconsin ARES/RACES
Assistant EC,

Waukesha County ARES/RACES
1205 Woodview Drive
Waukesha, WI. 53189
Skip-sharpe@wi.rr.com
262-893-1974




